Privacy Statement

in relation to the personal data management by CÉH Zrt. related to the work safety training provided within the framework of personal training for acquiring of the right to enter the construction site, as work area of the plant BMW located in Debrecen

Document version number: v3

Dear Data Subjects! 

We wish to inform you that CÉH Zrt. carries out personal data processing in accordance with the Privacy Statement hereunder relating to work safety training provided within the framework of personal training for acquiring the right of entry of CÉH Zrt. to the construction site, as work area, of the plant of BMW located in Debrecen.

1. General terms and conditions

1.1 The identity of the Data Controller

CÉH Tervező, Beruházó és Fejlesztő Zártkörűen Működő Részvénytársaság (registered
office: 1112 Budapest, Dió utca 3-5., tax number: 12014055-2-43). The Data Controller is a Hungarian legal person.

1.2 The Data Subjects

The Data Subject is deemed to be any natural person wishing to enter the construction site of the Debrecen plant unit of BMW as work area in any capacity.

1.3 Scope

The scope of the Privacy Statement covers personal data processing carried out by the Data Controller within the framework of work safety training under personal training prescribed as a prerequisite for entering the construction site, as work area of the Debrecen plant unit of BMW. The Privacy Statement shall take effect upon publication, without further or separate legal action. The Privacy Statement is published by the Data Controller on the website www.ceh.hu. The Privacy Statement may be accessed by anyone, its access does not require separate registration or the provision of any personal data.

1.4 Modification of the Privacy Statement

The Data Controller reserves the right to modify the Privacy Statement. Upon modification of the Privacy Statement, the Data Controller shall publish the modified Privacy Statement on the www.ceh.hu website; the modifications are effective only after publication. The Data Controller is not required to send separate notification of modifications to the Data Subjects. For the modifications of the Privacy Statement to take effect it is not necessary for the Data Subjects to accept the modified Privacy Statement, or to issue any explicit representation or to take any other action. However, the Privacy Statement clearly identifies the version number of the actual Privacy Statement, and the validity period of each document versions. The validity period of the Privacy Statement versions are the followings: 
· v1: from the beginning of the provision of the work safety training till 4 June 2023, 
· v2: from 5 June 2023. till 12 June 2023, 
· v3: from 13 June 2023. 

1.5 Option of requesting information on modification of the Privacy Statement

Upon the relevant, explicit request of any Data Subject (to be sent by Data Subjects by
electronic mail to the electronic mail address ceh.ceh.hu) the Data Controller shall inform the Data Subject sending a request of earlier modifications of the Privacy Statement (within 30 - thirty - days from sending of the request). Form of information: electronic mail. The Data Controller shall send the electronic mail to the electronic mail address from which the request for information was sent.

1.6 Definition of personal data

Personal data are deemed to be data associated with the Data Subject – the name, identification, and other data serving one or more physical, physiological, mental, economic, cultural or social identification, in particular – and conclusions drawn from such data relating to the Data Subject. The Privacy Statement hereunder defines personal data according to the definition provided in the previous sentence. Personal data processing carried out by the Data Controller in the course of the personal work safety training process is deemed to be data processing where processed data is in conformity with the definition in the previous sentence.

2. Detailed rules of data processing

2.1 Legal basis

The Data Controller processes personal data provided by the Data Subject in relation to work safety training carried out by the Data Controller in the form of personal training. The legal basis of data processing is the legitimate interest of the Data Controller (legal title under Article 6(1)(f) of the GDPR). The Data Controller has entered into a contract with BMW Manufacturing Hungary Kft. (investor of the BMW plant unit in Debrecen) to carry out management tasks relating to the implementation of the investment. Such management tasks include the contractual obligation of the Data Controller to ensure that the right of entry to the construction site, as work area, of the Debrecen plant unit of BMW is granted to natural persons in any capacity only if prior to entry to the work area they have received work safety training and have given proof (taken a test) of their knowledge acquired in work safety training. The Data Controller has made available the training material on its website, and the Data Controller will also provide training within the framework of personal work safety training (with support from training staff employed by the Data Controller). The Data
Controller shall allow all Data Subjects to take the test. As a prerequisite of the test, the Data Subject shall provide his personal data suitable for personal identification, because if he/she passes the test, he will receive a (personal) code with which (after personal identification) he may enter the work area (upon entry the code must be provided to the security, which is verified, and personal identification linked to the code is also verified). In order to perform the above, it is essential for the Data Controller to process personal data in accordance with the present Privacy Statement.

The Privacy Statement hereunder is deemed to be provision of information to the Data
Subjects.

The Privacy Statement hereunder is applicable in accordance with the Data Protection Policy of the Data Controller in force, which may be accessed by the Data Subject on the website www.ceh.hu. Should there be any conflicts between provisions of the above Data Protection Policy and the Privacy Statement hereunder, among the conflicting provisions the provisions of the Privacy Statement shall prevail in relation to data processing regulated by the Privacy Statement.

2.2 General principles of data processing

The Data Controller shall process personal data provided by the Data Subject in accordance with legal regulations in force. The Data Controller shall respect personal data of Data Subjects.

The Data Controller shall only process personal data provided by Data Subjects and data relating to the work safety test taken by the Data Subjects.

If the Data Subject fails the test, he will not receive a personal code authorizing entry to the work area.

The Data Controller aims to fully enforce the rights of Data Subjects. The Data Controller shall process all personal data for the purpose of keeping records of the participation of Data Subjects in work safety training and the test, and – if they pass the test – for Data Subjects to be granted the right of entry to the construction site of the Debrecen plant unit of BMW, the verification of their right to enter and their personal identification.

The Data Controller does not process data unnecessary for fulfilling the given purpose. The Data Controller aims to fully enforce the following principles of personal data processing:
· personal data are processed exclusively for a specific purpose;
· each phase of data processing is in conformity with the given purpose, including the processed scope of data;
· the recording and processing of personal data is fair and lawful;
· data are accurate, complete and up-to-date;
· the rights of Data Subjects are appropriately enforced.

2.3 Scope of processed personal data

- Personal data of the Data Subject suitable for personal identification (name, name at birth, place, date of birth, mother’s name, address, nationality, personal identification card number /if the Data Subject is a Hungarian national/, passport number /if the Data Subject is non-Hungarian national/),
- results of the work safety test completed by the Data Subject (the fact as to whether the Data Subject successfully completed the work safety test),
- upon successful completion of the work safety test, the unique (issued to the
person of the Data Subject) code of the Data Subject granting right of entry to the construction site, as work area of the Debrecen plant of BMW,
- validity period (expiry) of the personal code of the Data Subject.

2.4 Sending of personal data provided by Data Subjects to the Data Controller

The Data Controller receives personal data provided by Data Subjects on data sheets filled in at personal work safety training (provided in person by Data Subjects).

2.5 Duration of data processing

Data shall be processed until completion of construction of the Debrecen plant unit of BMW, the return of the work area to the investor (the entry permit received on the basis of the passed work safety test shall be valid until completion of construction and grants the right to enter any number of work areas). The work area may also be returned to the investor in parts, depending on the progress of construction; data shall processed until the final part of the work area is returned. Thereafter the Data Controller shall automatically erase the data.

Should any legal proceedings or actions for damages, official investigations resulting from an occupational accident be launched in relation to which it is necessary to record whether the Data Subject completed work safety training and passed the test, data processing shall be extended until the final conclusion of the given procedure.

2.6 Persons with the right to access personal data

Employees of the Data Controller involved in performing the investment management
contract entered into between the Data Controller and BMW Manufacturing Hungary Kft. have the right to access personal data processed within the framework of work safety training and testing. Beyond the above persons, personal data may be accessed by employees of the data processor within the scope of their work, and by authorities and courts authorized under specific laws in case of official, judicial requests.

The Data Controller forwards personal data (see clause 7 below of the Privacy Statement for details); employees of companies involved in data forwarding may also access personal data.

2.7 Erasure of data

The Data Controller shall erase data if:
· their processing is unlawful or their erasure is ordered by law;
· requested by the Data Subject (see below);
· these are incomplete or incorrect, disabling their use;
· the purpose of data processing has ceased;
· ordered by an authority or court.

The Data Subject has the right to request erasure of personal data if any of the conditions below apply:
a) the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed;
b) the Data Subject withdraws consent on which the processing is based and where there is no other legal ground for the processing;
c) the Data Subject objects to data processing on grounds of public interest, the exercise
of public authority or the legitimate interest of the data processor (third party), and there are no overriding legitimate grounds for the processing, or the Data Subject objects to the processing for the purpose of direct marketing;
d) the personal data have been unlawfully processed;
e) the personal data have to be erased for compliance with a legal obligation in Union or Member State law (Hungarian law) to which the controller is subject;
f) the personal data have been collected in relation to the offer of information society services.


If the Data Subject requests erasure of personal data, and any of the above legal bases for erasure of personal data exist, the Data Controller shall erase personal data. In such case, however, the Data Subject shall lose his right to enter the construction site (Data Controller shall invalidate the personal code issued to the Data Subject, granting entry to the work area).

3. Rights of the Data Subjects, protection of privacy

Rights of Data Subjects

· Right to information: the Data Subject has the right to request information on data processed by the Data Controller, relating to the Data Subject, and the key data processing criteria. The Data Controller fulfils its information obligation by way of the Privacy Statement hereunder.

· Right to access: the Data Subject may enquire as to whether the Data Controller
processes personal data relating to the Data Subject, and if yes, which data.

When exercising the right to access, the Data Subject has the right to access personal data and the following information:
a) the purpose of data processing;
b) the categories of personal data concerned;
c) the recipients or categories of recipient to whom the personal data have been or will be disclosed, in particular recipients in third countries or international organizations;
d) where possible, the envisaged period for which the personal data will be stored, or, if not possible, the criteria used to determine that period;
e) the existence of the right to request from the Data Controller rectification or erasure of personal data or restriction of processing of personal data concerning the Data Subject or to object to such processing;
f) the right to lodge a complaint with a supervisory authority;
g) where the personal data are not collected from the data subject, any available information as to their source;
h) the existence of automated decision-making, including profiling and, at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the Data Subject.

The Data Controller primarily grants the right to access by way of the Privacy Statement hereunder, which contains information referred to in the previous sentence. If, however, the Data Subject directly also contacts the Data Controller by electronic mail, through the electronic mail address specified under clause 4 hereunder, in relation to his right to access, and requests information, the Data Controller shall provide the requested information within 30 (thirty) days from receipt of the request. 

Provision of information is free of charge if the Data Subject requesting information has not submitted a request for information relating to the same scope of data in the same year. A cost may otherwise be charged. Paid costs shall be reimbursed if data were unlawfully processed, or if the request for information resulted in correction.

Informing of the Data Subject may by denied by the Data Controller only if permitted by law. The Data Controller shall inform the Data Subject of the reason for denial of information. In such a case the Data Controller shall inform the Data Subject of options for remedy.

· Request for correction of data: the Data Subject may indicate that data processed by the Data Controller are inaccurate and may request that these be replaced with other data. The Data Subject may submit a request for correction by electronic mail, through the electronic mail address specified under clause 4 hereunder; the Data Controller shall satisfy such request within 30 (thirty) days from receipt of the request.

· Right to erasure: see above clause 2.7 for information on exercising such right.

· Right to restriction of data processing: the Data Subject may request restriction of the processing of his personal data, e.g. in an ambiguous situation or a legal dispute. In such case the Data Controller shall continue to manage the personal data of the Data Subject, but shall not use these for granting entry to the work area (the legal consequences thereof are equivalent to those of data erasure requested by the Data Subject).

Provision of information is free of charge if the Data Subject requesting information has not submitted a request for information relating to the same scope of data in the same year. A cost may otherwise be charged. Paid costs shall be reimbursed if data were unlawfully processed, or if the request for information resulted in correction.

Informing of the Data Subject may by denied by the Data Controller only if permitted by law. The Data Controller shall inform the Data Subject of the reason for denial of information. In such a case the Data Controller shall inform the Data Subject of options for remedy.

· Request for correction of data: the Data Subject may indicate that data processed by the Data Controller are inaccurate and may request that these be replaced with other data. The Data Subject may submit a request for correction by electronic mail, through the electronic mail address specified under clause 4 hereunder; the Data Controller shall satisfy such request within 30 (thirty) days from receipt of the request.

· Right to erasure: see above clause 2.7 for information on exercising such right.

· Right to restriction of data processing: the Data Subject may request restriction of the processing of his personal data, e.g. in an ambiguous situation or a legal dispute. In such case the Data Controller shall continue to manage the personal data of the Data Subject, but shall not use these for granting entry to the work area (the legal consequences thereof are equivalent to those of data erasure requested by the Data Subject).

The Data Subject shall have the right to request the Data Controller to restrict
processing where one of the following applies:
a) the accuracy of the personal data is contested by the Data Subject, for a period
enabling the Data Controller to verify the accuracy of the personal data;
b) the processing is unlawful and the Data Subject opposes the erasure of the personal data and requests the restriction of their use instead;
c) the Data Controller no longer needs the personal data for the purposes of the
processing, but they are required by the Data Subject for the establishment, exercise or defense of legal claims; or
d) the Data Subject has objected to processing on grounds of pubic interest, exercise of public authority or in the legitimate interest of the data controller (third party); in such case the restriction shall apply to the period up to verification whether the legitimate grounds of the Data Controller override those of the Data Subject.

The restriction of data processing may be requested similarly to the erasure of data, and the Data Controller shall satisfy such request by the same deadline.

· Right to data portability: The Data Subject shall have the right to receive the personal data concerning him or her in a structured, commonly used and machine-readable format (e.g., .doc, .pdf) and have the right to transmit those data to another data controller without hindrance from the Data Controller. The Data Subject may submit a request relating to data portability by electronic mail, through the electronic mail address specified under clause 4 hereunder; the Data Controller shall forward data to the Data Subject by electronic mail, to the electronic mail address of the Data Subject within 30 (thirty) days from receipt of the request.

· Right to object: the Data Subject has the right to object at any time to the processing of his/her personal data by the Data Controller, if he/she is of the view that the Data Controller is not processing these in accordance with the Data Protection and Privacy Statement hereunder.

If the Data Subject wishes to exercise (any of) the above rights, he/she shall send an e-mail to the address specified in clause 4 hereunder or a letter (postal mail) to the postal address specified in clause 4 hereunder. If the Data Subject wishes to exercise any of his/her above rights, he/she shall put forward an explicit and clear request to exercise such rights. The Data Controller shall inform the Data Subject of action taken in relat ion to the request within one month from receipt of the request. If the Data Controller disagrees with the Data Subject’s request, it shall inform him/her by the above deadline on reasons for omission of any requested action and of his/her options for remedies.

4. Contact details of Data Controller:

Postal address: H-1112 Budapest,
Dió u. 3-5. E-mail: ceh@ceh.hu;

5. Legal background to data processing

The processing of personal data is subject to Hungarian laws, primarily the rules of Act CXII of 2011 on informational self-determination and freedom of information (hereinafter “Information Act”). For the purpose of data processing the Data Controller shall observe provisions of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (GDPR).

6. Involvement of data processors

The Data Controller does not involve data processors for the processing of data.

7. Data transfer

The Data Controller shall transfer data to the data processor and the company carrying out the guarding and entry control of the work area contracting with BMW Manufacturing Hungary Zrt. (CRITERION Biztonsági Szolgáltatások Zrt.). The transfer of data is essential because this is the company carrying out entry control, therefore it requires the personal code issued to the Data Subject, authorizing entry to the work area, on the one hand, and personal data related to the code (personal data of the Data Subject receiving the code, suitable for personal identification), on the other, to ensure that the person entering the work area with the personal code issued by the Data Controller can be identified.

Beyond the foregoing, in relation to official or judicial requests, the Data Controller shall transfer personal data only to persons authorized by law on behalf of authorities and courts.

The Data Controller does not transfer data outside the territory of the European Union.

8. Data security measures

The Data Controller shall take all reasonable steps to ensure the security of data, the adequate level of their protection, in particular against unauthorized access, alteration, transfer, disclosure, erasure or destruction, or accidental destruction and damage. The Data Controller shall provide for the security of data with appropriate technical and organizational measures.

Personal data shall be stored on paper, securely (preventing access by unauthorized persons), and Data Controller shall also make electronic copies of paper-based documentation stored on secure servers. Employees authorized to access data are required by data protection laws and their employment contracts to keep confidential personal data they obtain in the course of work, to not forward these to unauthorized persons and to prevent their abuse in any form.

9. Place of stored personal data

The data retention locations of the Data Controller are at its registered office and its offices in Debrecen.

10. Rules applicable to Data Subjects

10.1 Obligations and responsibility of the Data Subject when providing personal data

The Data Subject shall act with due care when providing his/her data. The Data Controller shall not be responsible for damage resulting from the Data Subject inadequately providing for the protection of his/her data.

Based on the foregoing the Data Controller bears no responsibility for any damage or loss suffered by the Data Subject as a result of his/her not acting with due care in relation to work safety training, testing, entry to the work area, and data processing related thereto, or his/her breach of the Privacy Statement hereunder.

In the course of work safety training, testing, entry to the work area and personal identification related thereto, the Data Subject shall act properly, in observance of the rights and interests of others. The Data Subject shall comply with laws in force and refrain from conduct that is unlawful or violates others’ interests. In relation to the above the Data Subject is required to respect other people’s privacy, moral rights, rights to intellectual works, in particular rules relating to the protection of computer programs (software), literary, scientific and artistic works, inventions, designs, utility models, trademarks and commercial designations subject to copyright protection. When participating in the above process the Data Subject shall refrain from committing any violations or criminal offences, from making any obscene, indecent and any other such remarks and comments that other people may find offensive. The Data Subject shall refrain from any activity hindering the activity of the Data Controller, or the proper functioning of work safety training and the testing process.

The Data Subject shall refrain from any activity hindering the activity violating the interests of the Data Controller. In relation to the above the Data Subject shall in particular:
· Refrain from disturbing or hindering the activity of the Data Controller, the proper functioning of work safety training, testing, entry to the work area and personal identification related thereto;
· Refrain from activity aimed at obtaining or using the business secrets, confidential information of the Data Controller;
· Refrain from any communication containing false information relating to the Data Controller;
· Refrain from any activity posing a risk to the security of the IT systems operated by the Data Controller.

In the course of work safety training, testing, entry to the work area and personal identification related thereto, the Data Subjects may only provide their own personal data. The provision of other persons’ data constitutes unlawful data processing, possibly entailing consequences stipulated by specific laws. If the data of other persons are abused, the Data Controller shall assist the acting authorities in the investigation of the infringement and the identification of the person committing the infringement, and shall arrange without delay for the invalidation of the code authorizing entry to the work area, issued to the Data Subject, after becoming aware of the infringement.

10.2 Procedure launched against infringing Data Subjects

If the Data Subject infringes provisions of the Privacy Statement hereunder or of law, the Data Controller shall arrange without delay for the invalidation of the code authorizing entry to the work area, issued to the Data Subject, after becoming aware of the infringement.

If the conduct of the Data Subject is subject to an official or judicial procedure, the Data
Controller may store the data of the Data Subject necessary for identification and data relating to the infringement regardless of the deletion of registration and provide these to the acting bodies. If the Data Subject violates third party rights and such third party has the right to file a procedure, the Data Controller may provide data to the third party if such third party proves its legitimate interest in the data.

11. Exclusion and limitation of Data Controller’s responsibility

The responsibility of the Data Controller toward the Data Subject is limited to the following:
a) full compensation of damage caused by death, physical injury or disease;
b) compensation of direct damage in material possessions in the maximum amount of HUF 100,000 (one hundred thousand forints);
c) compensation of other direct damage caused by breach of any other provisions of the
Privacy Statement by the Data Controller in the maximum amount of HUF 50,000 (fifty
thousand forints).

The Data Controller bears no responsibility whatsoever for indirect, consequential, special damage, lost profits, loss of wages, loss of income, or damage resulting from the loss of wages or other income.

The provisions in above points b)-c) on the limitation of responsibility shall not apply to cases where liability may not be limited on the basis of mandatory legal provisions not permitting limitation.

The Data Subject may only enforce legal consequences defined in the Privacy Statement hereunder against the Data Controller on grounds of infringing the data processing rules, in accordance with provisions of the Civil Code relating to the compensation of damage resulting from the breach of contract. The Data Subject may enforce a claim for compensation against the Data Controller within the 18 (eighteen) month limitation period starting on the date of the damage.

12. Information on automated decision-making or profiling

Does the Data Controller use it? No.
Information relating to applied logic: not relevant
What is its relevance and consequence for the Data Subject: not relevant.

13. Data transfers to third countries or international organizations

Name of third countries or international organizations: not relevant
Adequacy decision of the EU Commission, otherwise indication of guarantees: not relevant
Binding corporate rules: not relevant
Derogation for specific situations: not relevant

14. Exercise of Data Subjects’ rights

If the Data Controller does not satisfy a request for the exercise of any Data Subject rights listed in the Privacy Statement, submitted to the Data Controller by the Data Subject, it shall state in writing the factual and legal reasons for denying the request within 30 (thirty) days from receipt of the request. Upon denial of the request, the Data Controller shall inform the Data Subject of the option of legal remedies and turning to the National Authority for Data Protection and Freedom of Information.

The deadline for court action or requesting the procedure of the Authority is 30 (thirty)
calendar days from receipt of the Data Controller’s decision by the Data Subject.

When satisfying the request, the Data Controller shall act in accordance with relevant laws.

If in the opinion of the Data Subject, the operation of the Data Controller or the processing of personal data by the Data Controller violates the Data Subject’s right to the protection of his/her personal data, he/she may turn to the National Authority for Data Protection and Freedom of Information and request the Authority’s investigation. There is no deadline for turning to the Authority.

Contact information of the Authority:
Name: National Authority for Data Protection and Freedom
of Information H-1125 Budapest, Szilágyi Erzsébet fasor
22/C. Postal address: 1530 Budapest, P.O. Box 5.
Phone: 06.1.391.1400
Fax: 06.1.391.1410
E-mail: ugyfelszolgalat@naih.hu
Website: http://www.naih.hu

15. Data protection officer

The terms and conditions outlined under Paragraph (1) of Article 37 of the GDPR do not apply with regard to the Data Controller; accordingly, no data protection officer has been appointed.
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